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Top Website in Month
Domain Session Count
web.cdn.garenanow.com 51.498
www.freelancebay com 8,161
fbcdn-profile-a_akamaihd_net 27.707
WWW.SIamsport.co.th 20,416
member.12yingli.com 3.031

fbstatic-a.akamaihd.net 14,899

srandev1.ddns.net 86,732

[ web.cdn.garenanow.com Il www.freelancebay.com

[ fbcdn-profile-a_akamaihd.net [ www_siamsport.co.th

I member.12yingli.com [l fbstatic-a.akamaihd.net
srandevl_ddnsnet [l suffavast.com [l www facebook.com
sb.12yingli.com

su.fl.avast.com 13,285
www.facebook.com 17.549

sp.12yingli.com 3,525
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3. NM13ALKYBYAN Log (Log Analytic)
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3.1 Threat event correlation T1EMUNIAIATZATaYRINMITILTIRgNMIBBgNANAIRaduNsluszuueTetBnauRuaed
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896N
. a y o (% o Yo . . o
3.2 Risk score Mg uMTILATIRRANNADILNaF 19 TUaTHATIA (Indicator of Compromise) Avgnaunuluaadng
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3.4 Executive summary (Hour , Daily , Monthly) 1184 M 3daasLanunynin mmlmmuwmmsaaﬂﬂs Toosmualafidusg
2104 TTH UasTELda%
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Internet Connection Map on 2016-03-15 cream.
Cutbound Connections Inbound Connections
Show 10+ |entries saarch: [ mow[19 rlentnes searcn: |
" * Country Mams coun ] * Country Mame Count
1 Uniied States BEED6 1 Thaitand 6371
2 Thaianag 24058 2 Uil Slalid &1
3 Aarstraia B409 ] China 43
4 IFrLacsd ] 4 LumprmEerg 4
5 South Korea 2158 5 South Korea 4
& g 1768 L] Hang Hong ']
7 Homy Kong 13Tr3 T Canada 4
] Cansds [ n Hethertands 2
G Jdapan 545 b Puasin 1
0 Hethuriands 500 0 Romania 1
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4.4 Social Network Monitoring (Facebook, Line, Youtube, Google Video, Twitter, Pantip) NENUMIITNWATBINLRIAY
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6. NIUINIIANIAINTUIZLNWAMNLELY (Vulnerability Management)

6.1 Passive Vulnerability scanner : 1JunmivinaudaiiiadiNaaiaseuuazdssiiiuanuiisdlasyininiiasiasauannen CVE
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8. matnutiuiinadmsuli IT Audit Tumsasreseudayauazlziiunangiw (Log Audit)

8.1 MIAuLUANeA" Active Directory Login active / Login fail
8.2 MIAULUANAT SSH Login active / Login fail
*8.3 MILALLUANAT Active Directory user security check @13 AAA Authentication iNaaTaFaUTNBTaNINN® harungs L ldvinns

A . . a Al ke v
LLﬂwL‘].I LLazaquwznawaaswwa (Account) , Authorization ﬁﬂﬁi%ﬂ’]ilﬂﬂﬁd‘ﬂﬂﬂﬂ
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9. MANLH INaNAABaINNTANAaRa a1 TUBITULIATaINaABANILADS (Malware Analytic)
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9.1 Files Integrity monitoring N13@ 32980 UAIAMNYNGBI9INNIFEAT lasawninuadindszinnvasWdsniiadunuizuy
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*9.2 tharmsasianuluda 9.1 Whavimsienzdiiiemaaws (Malware Analytic file with virustotal) lasltnsasiaseuIWarin

Tdsunsuuandhianin 50 wia /1w API Virustotal
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10. 32UV Alert System 3893UNIUIILADUHIY E-mail "Lﬂﬂ'a;ﬂ’ uu,as:uuLﬁaﬁmqmstﬁmmL?ma’[mm”u;5]\1 LT Vla%'aﬂauﬁamas‘m%j
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1. Jugunyol Appliance ‘ﬁ"’l,@ﬁ'umiﬁ%'uﬂga Firmware o ata9lwi (Hardened) (ui3ousosuda %?aqﬂnsrﬁﬂauﬁumm{ﬁiﬁ
V193U F1NINADTIUTINAGNITTE (logs or Events) ﬁLﬁm‘Tu’luqﬂnmiﬁLflu appliances W&z non-appliances %% Firewall,
Network Devices 619 ¢ 3:uuU AN 330U appliances J:UULIATEUNY WAz ITUUFIUTBYA Jueu leadneatay 10, 15 qﬂmni@ia
szun lapsansousasnaagnalagiuuy (format) W@aarle
ﬁi:uumﬂfwwvaﬁagaLﬁaifﬁuﬂ’uﬂawugﬂﬁaamaaﬁagaﬁﬁ’mﬁumummgw SHA-1

aanIninY Log File Tugtuny Syslog vasginsni 13w Router, Switch, Firewall, VPN, Serverls
mmiﬂU%W]iil“@m’ﬁaqﬂﬂitﬁmummgﬁu HTTPS, Command Line Interface LLas SSH e

a M 0 Db

f31309aLAL log file ldgndas assaunsznrtygaidenisneddafsiiuaesiaunesd agufidnadsauls lagldiuses
NaIUMITANDUAZINIANNUIaaAsvad log file Nldnasguasguddiinnisfinduaznaniiiaaiuniznd (uea. 4003.1-2552)
6. &wNInYMIETasToYs (Data Backup) "IJJﬂ'oqﬂmfﬁa”mﬁm‘fayamﬂuan \% Tape %38 DVD %38 External Storage (Judu e




NetApprove

Capacity and Performance

Current Counter (Session/Hour)

2,000,000

3,500,000

NG300X

*Custom depend on

customer

5,000,000

Normal Log Rate (Event/Second)

7,000

20,000

75,000

Feature

1. Automatic Identification Device
1.1 Know Device / Unknown device
1.2 Approve device / Rogue Detection
1.3 BYOD : Desktop / Mobile

1.4 Inventory : Device / Software

2. Detect and Analyzer

2.1 Attack Detection (Brute force, exploit)

2.2 Malware/Virus Detection

2.3 Botnet Detection

2.4 Behavior Data Leak Detection

2.5 Bittorent Detection

2.6 Anomaly Detection

2.7 Tor/Proxy Detection

2.8 HTTP / SSL Analyzer

2.9 APT (Advanced Persistent Threat) Detection

3. Log Analysis Security Information Event Management

3.1 Threat intelligent correlation

3.2 Risk score

3.3 Risk Analyzer (High , Medium , Low)

3.4 Executive summary (Hour, Daily, Week, Monthly)

3.5 Compliance Thai Cyber law log correlation report (Hour, Daily, Week,
Monthly)

4. Bandwidth Monitoring

4.1 Country / City monitoring (In-out organization)

4.2 Application Monitoring (Software bandwidth usage)

4.3 Social Network Monitoring (Facebook , Line ,Youtube , Pantip)
4.4 User Monitoring

5. Deep Search
5.1 Network Forensic Evident data
5.2 HR /Top Manager query sensitivity data

6. Vulnerability Management

6.1 Passive Vulnerability scanner (CVE check,SSL Heartbleed , Shellsock
check invalid cert MITM ,expired date SSL certification )

6.2 Active Vulnerability scanner (Malware , Sniffer , Broadcast)

6.3 IPv6 checklist

7. Log Archive

7.1 Raw full data

7.2 Support AD (Active Directory)

7.3 Router / Firewall / VPN, Mail Server (Support Exchange ,Lotus note) ,
DHCP, DNS, SNMP, Radius Wi-Fi Controller
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NetApprove

8. Log Auditor

Active Directory - user security check

8.1 Active Directory Login active / Login fail, SSH Login active / Login fail,

NG300X

9. Protection
9.1 Passive internet blocking
9.2 Blacklist blocking

10. Malware Analytic
10.1 Files Integrity monitoring
10.2 Analytic file with virustotal

11. Alert System : Email Alert (High Risk)

Safety Certifications

CE, FCC, UL

CE, FCC, UL

Form Factor 1U 2U 2U
8x1GbE 2x1GbE 2x1GbE

Total Interf *kk

otalintertaces (10/100/1,000) | (10/100/1,000) | (10/100/1,000)
CPU*** Quad Core Six Core Six Core
Processor Processor Processor (2CPU)

Memory*** 16G 32G 64G

Storage Capacity*** 1TB 2TB 4TB

Removable Hard Drives No Yes Yes

RAID Levels Supported*** None RAID 5/10 RAID 5/10

Default RAID Level None 5 10

Redundant Hot Swap Power Supply No YES YES

CE, FCC, UL
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